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BACKGROUND OF THE INVENTION 

Field of the Invention : 

[OOOl] The present invention relates to a system and method for enabhng a radio 
node to selectably function as a router in a wireless commimications network. More 
particularly, the present invention relates to a system and method for enabling a 
mobile user terminal to selectably operate as a router for other mobile user terminals 
in an ad-hoc packet-switched communications network based on certain criteria. 

Description of the Related Art : 

[0002] In recent years, a type of mobile communications network known as an 
"ad-hoc" network has been developed for use by the military. In this type of network, 
each user terminal is capable of operating as a base station or router for the other user 
terminals, thus eliminating the need for a fixed infrastructure of base stations. Details 
of an ad-hoc network are set forth in U.S. Patent No. 5,943,322 to Mayor, the entire 
content of which is incorporated herein by reference. 

[0003] More sophisticated ad-hoc networks are also being developed which, in 
addition to enabling user terminals to communicate with each other as in a 
conventional ad-hoc network, further enable the user terminals to access a fixed 



network and thus communicate with other user terminals, such as those on the pubhc 
switched telephone network (PSTN), and on other networks such as the Internet. 
Details of these types of ad-hoc networks are described in U.S. patent application 
Serial No. 09/897,790 entitled "Ad Hoc Peer-to-Peer Mobile Radio Access System 
Interfaced to the PSTN and Cellular Networks", filed on June 29, 2001, and in U.S. 
patent application Serial No. 09/815,157 entitled "Time Division Protocol for an Ad- 
Hoc, Peer-to-Peer Radio Network Having Coordinating Channel Access to Shared 
Parallel Data Channels with Separate Reservation Channel", filed on March 22, 2001, 
the entire content of both of said patent applications being incorporated herein by 
reference. 

[0004] Although it is advantageous in an ad-hoc network for each of the user 
terminals to have the capability of operating as a router, it is at times desirable for a 
user terminal or a particular group of user terminals to refrain from performing 
routing operations. For example, if a user terminal's battery or power supply begins 
to become exhausted, the person using the user terminal may want his or her user 
terminal to cease operating as a router, or to only operate as a router if no other 
suitable router is available, to conserve battery power. 

[0005] A system and method for enabling an ad-hoc network and its user 
terminals to perform these battery conserving operations is described in U.S. Patent 
AppUcation Serial No. 09/815,164 entitled "Prioritized-Routing for an Ad-Hoc, Peer- 
to-Peer, Mobile Radio Access System", filed on March 22, 2001, the entire content of 
which is incorporated herein by reference. As described in this patent application, a 
user terminal can broadcast to other user terminals routing table information that 
includes information pertaining to the condition of a battery of that user terminal. 
That is, the routing table information can indicate whether the battery of the user 
terminal has infinite hfe (i.e., the user terminal is connected to a constant power 
supply), excellent battery Hfe (i.e., the user terminal's battery is essentially fully 
charged), poor battery life (i.e., the charge in the user terminal's battery is becoming 
low), or no battery life (i.e., the charge in the user terminal's battery is almost 
depleted). When a user terminal broadcasts its routing table to the other user 



terminals within its radio frequency (RF) range, each of those other user terminals 
store all or a relevant portion of this routing table information in their respective 
memory. Hence, the respective controllers in the user terminals can determine 
whether to route packetized data to a particular user terminal based on, for example, 
the condition of the battery of that particular user terminal, among other things. 
[0006] For example, if a user terminal (source user terminal) wishes to 
communicate with another user terminal (destination user terminal) in the ad-hoc 
network, the controller of the source user terminal can determine, based on the routing 
table information stored in its memory, whether to send data packets to a particular 
neighboring user terminal for routing to the destination user terminal. If the routing 
table information indicates that the battery of that neighboring user terminal has an 
acceptable life rating (e.g., infinite or excellent life), then the controller of source user 
terminal can control the source user terminal's transceiver to send data packets 
addressed for destination user terminal to that neighboring user terminal over the 
appropriate data channel as can be appreciated by one skilled in the art. The 
transceiver of the neighboring user terminal can then operate as a router to route those 
data packets either directly to the destination user terminal if the destination user 
terminal is in the neighboring user terminals RF range, or to another neighboring user 
terminal in a manner similar to that described above. 

[0007] However, when the controller of the source user terminal determines from 
the routing table information that the battery of a particular neighboring user terminal 
has poor life or no life, the controller of the source user terminal will control the 
source user terminal's transceiver to refrain from sending any such data packets to 
that particular neighboring user terminal. The controller will thus examine the routing 
table information to seek another route by which to send data packets to the 
destination user terminal. That is, the controller of the source user terminal can 
examine the routing table information stored in the source user terminal's memory 
which pertains to other neighboring user terminals to determine whether any of those 
neighboring user terminals can be used as routers to route the data packets to the 
destination user terminal. The controller can take into account such factors as the 



battery lives of the neighboring user terminals, as well as the expected quality of 
service (QOS) levels that can be attained, and so on. The source user terminal's 
controller can also determine whether a particular neighboring user terminal is 
incapable of acting as a router due to, for example, poor battery life, inaccessibility 
due to an obstacle blocking the line of sight (LOS) between the source and 
neighboring user terminal, or malfunction of the neighboring user terminal. As can be 
appreciated by one skilled in the art, this ability is referred to as the "self-healing" 
characteristics of an ad-hoc network as described, for example, in U.S. Patent No. 
5,943,322 to Mayor and in U.S. patent application Serial Nos. 09/897,790, 09/815,157 
and 09/815,164, referenced above. 

[0008] In addition to enabling a user terminal to avoid or minimize its routing 
operations for battery conservation purposes, it may be desirable to disable the routing 
capability of individual user terminals or groups of user terminals for other reasons. 
Accordingly, a need exists for a more enhanced system and method for enabling user 
terminals to selectably operate as a router in an ad-hoc network. 

SUMMARY OF THE INVENTION 
[0009] An object of the present invention is to provide a system and method for 
enabling a mobile user terminal in an ad-hoc packet-switched wireless 
communications network to selectably operate as a router for other mobile user 
terminals in the network based on certain criteria. 

[0010] Another object of the present invention is to provide a system and method 
which enables an ad-hoc packet-switched wireless communications network to 
selectably control user terminals in the network to operate as routers for other user 
terminals in the network based on criteria pertaining to individual user terminals or 
groups of user terminals. 

[0011] These and other objects are substantially achieved by providing a 
communications network, in particular, an ad-hoc packet-switched communications 
network, having user terminals which are capable of selectably operating as routers to 



route data packets addressed for other user terminals in the network. A user terminal 
comprises a transceiver and a controller. The transceiver is adapted to transmit 
wireless communications data, such as packetized data, addressed to a destination 
user terminal, to at least one other user terminal for routing by that other user terminal 
to the destination user terminal. The controller is adapted to prevent the transceiver 
from transmitting the wireless communications data to that particular other user 
terminal based on routing data pertaining to an ability of the other user terminal to 
route said wireless communications data to the destination user terminal. The user 
terminal further includes a memory for storing the routing data received from the 
other user terminal, for example, in the form of routing table data, or from the 
wireless conraiTinications network. The routing table data can indicate that the other 
user terminal is not operating to route any wireless communications data to the 
destination user terminal, and can further indicate that the other user terminal is 
among a group of user terminals having a particular characteristic. However, the 
controller is further adapted to control the transceiver to transmit to that other user 
terminal wireless communications data that is addressed for end use by that other user 
terminal. 



BRIEF DESCRIPTION OF THE DRAWINGS 
[0012] These and other objects, advantages and novel features of the invention 
will be more readily appreciated from the following detailed description when read in 
conjimction with the accompanying drawings, in which: 

[0013] Fig. 1 is a block diagram of an example of an ad-hoc packet-switched 
wireless communications network employing a system and method for selectably 
controlling user terminals in the network to operate as routers for other user terminals 
in the network based on criteria pertaining to individual user terminals or groups of 
user terminals according to an embodiment of the present invention; 
[0014] Fig. 2 is a block diagram illustrating an example of a user terminal 
employed in the network shown in Fig. 1 ; 



[0015] Fig. 3 is a flowchart showing an example of operations performed by a 
user terminal to update its routing table information according to an embodiment of 
the present invention; and 

[0016] Fig. 4 is a flowchart showing an example of operations performed by a 
user terminal to select a route via which to send data packets destined for another user 
terminal according to an embodiment of the present invention. 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS 
[0017] Fig. 1 is a block diagram illustrating an example of an ad-hoc packet- 
switched wireless communications network 100 employing an embodiment of the 
present invention. Specifically, the network 100 includes a plurality of mobile 
wireless user terminals 102-1 through 102-n (referred to generally as user terminals 
102), and a fixed network 104 having a plurality of access points 106-1, 106-2, 
106-n, for providing the user terminals 102 with access to the fixed network 104. The 
fixed network 104 includes, for example, a core local access network (LAN), and a 
plurality of servers and gateway routers, to thus provide the user terminals 102 with 
access to other networks, such as the public switched telephone network (PSTN) and 
the Internet. 

[0018] As can be appreciated by one skilled in the art, the user terminals 102 are 
capable of communicating with each other directly, or via one or more other user 
terminals 102 operating as a router or routers for data packets being sent between user 
terminals 102, as described in U.S. Patent No. 5,943,322 to Mayor and in U.S. patent 
apphcation Serial Nos. 09/897,790 and 09/815,157, referenced above. Specifically, as 
shown in Fig. 2, each user terminal 102 includes a transceiver 108 which is coupled to 
an antenna 110 and is capable of receiving and transmitting signals, such as 
packetized data signals, to and fi-om the user terminal 102, under the control of a 
controller 112. The packetized data signals can include, for example, voice, data or 
multimedia. 



[0019] Each user terminal 102 further includes a memory 114, such as a random 
access memory (RAM), that is capable of storing, among other things, routing 
information pertaining to itself and other user terminals 102 in the network 100. The 
user terminals 102 exchange their respective routing information, referred to as 
routing advertisements or routing table information, with each other via a 
broadcasting mechanism periodically, for example, when a new user terminal 102 
enters the network 100, or when existing user terminals 102 in the network 100 move. 
A user terminal 102 will broadcast its routing table updates, and nearby user terminals 
102 will only receive the broadcast routing table updates if within radio frequency 
(RF) range of the broadcasting user terminal 102. For example, assuming that user 
terminals 102-1, 102-3 and 102-4 are within the RF broadcast range of user terminal 
102-2, when user terminal 102-2 broadcasts its routing table information, that 
information is received by user terminals 102-1, 102-3 and 102-4. However, if user 
terminals 102-5, 102-6 and 102-7 through 102-n are out of the broadcast range, none 
of those user terminals will receive the broadcast routing table information from user 
terminal 102-2. 

[0020] Each of the user terminals 102-1, 102-3 and 102-4 that receive the routing 
table information from user terminal 102-2 can store all or a relevant portion of that 
routing table information in their respective memory 114. Typically, each user 
terminal 102 will perform a pruning operation to reduce the amount of routing table 
information that it stores in its memory 1 14 as can be appreciated by one skilled in the 
art. It is also noted that when a user terminal 102 broadcasts the routing table 
information to its neighboring user terminals 102, the user terminal 102 can include 
routing table information pertaining to some or all of its neighboring user terminals 
102 that it has previously received from them and has stored in its memory 108. 
Accordingly, a user terminal 102 receiving the broadcast routing table information 
from another user terminal 102 also receives some information pertaining to the 
routing capabilities of the neighbors of that other user terminal 102. 
[0021] An example of the manner in which user terminals 102 can communicate 
data packets to each other will now be described. Referring to Fig. 1, if user terminal 



102-1 wishes to communicate with user terminal 102-7 in the ad-hoc network, the 
controller 112 of user terminal 102-1 can determine, based on the routing table 
information stored in memory 114 of user terminal 102-1, whether to send data 
packets along a particular path to user terminal 102-7. For example, if the controller 
112 of user terminal 102-1 determines that the path including user terminal 102-2 is 
acceptable, then the controller 112 of user terminal 102-1 controls the transceiver 108 
of user terminal 102-1 to send the data packets addressed for user terminal 102-7 to 
user terminal 102-2 over an appropriate channel as can be appreciated by one skilled 
in the art. Using similar decision making operations, the controller 112 of user 
terminal 102-2 can control the transceiver 108 of user terminal 102-2 to send the data 
packets to, for example, user terminal 102-3, whose transceiver 108 in turn is 
controlled by its respective controller 112 to send the data packets to the destination 
user terminal 102-7. 

[0022] Accordingly, any user terminal 102 operating in a certain region of the 
network 100 can generally use any other user terminal 102 within that region as a 
router to route data packets to a destination user terminal 102. Moreover, the access 
points 106 can also operate as routers to route data packets between user terminals 
102. For example, user terminal 102-3 can use access point 106-2 to route data 
packets to a destination user terminal 102-7 if necessary or desnable. 
[0023] Although each user terminal 102 is capable of operating as a router, there 
are reasons why it may be desirable for certain user terminals not to act as routers in 
the network 100. For example, the network operator may choose to only utilize 
network infrastructure components for routing. This can ensure that user traffic is 
always routed through the network radio nodes, such as the access points 106, to 
allow metering or monitoring of the traffic. This can also enhance end-user packet 
security by never having packets route through another end-user device. 
[0024] Also, a user or group of users may desire that their user terminals 102 not 
be used for routing. For example, it may be desirable to ensure that maximum 
throughput is available in a group by never having to relay data packets of user 
terminals 102 outside of the group. It also may be desirable to conserve the Uves of 



the batteries of the user terminals 102 of a particular group by not using those user 
terminal's battery power for routing data packets. 

[0025] In addition, a closed user group can be defined which only allows routing 
among members of the group. This can be used to define private networks within a 
larger common service area. 

[0026] Furthermore, a hierarchical class of users can be defined which enables 
and restricts use of other classes of devices for routing. For example, public safety 
users can use all available radio nodes (e.g., mobile user terminals 102 and access 
points 106) for routing, but the general population of users cannot route through those 
user terminals 102 or access points 106 which are acting as pubUc safety nodes. 
Hence, the network 100 can provide for overload control in times of emergency, in 
which event pubUc safety user terminals 102 can use specifically designated 
infrastructure equipment for routing, but the general population of user terminals 102 
cannot. 

[0027] An example of the manner in which a user terminal 102 can be selected to 
operate as a router, or to refrain from operating as a router, according to an 
embodiment of the present invention will now be described with reference to Figs. 1 
and 2 and the flowcharts shown in Figs. 3 and 4. As shown in Fig. 3, when a user 
terminal 102 is turned on, or when a periodic routing table information update occurs, 
the controller 112 of the user terminal 102 updates the routing table of the user 
terminal 102 as appropriate to include information pertaining to the ability of a user 
terminal 102 to operate as a router. As discussed above, this information can include, 
among other things, information pertaining to the state of the battery of the user 
terminal 102. During this routing table process, the controller 1 12 determines in step 
1010 whether or not its user terminal 102 is to be permitted to operate as a router. 
[0028] For example, a person using the user terminal 102 may enter a code on the 
keypad (not shown) of the user terminal 102 which indicates to the controller 112 that 
the user terminal 102 is not to be permitted to operate as a router. Alternatively, for 
reasons discussed above, the network operator may send a command to the user 
terminal 102 via, for example, an access point 106 with which the user terminal 102 is 
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affiliated, to disable the ability of the user terminal 102 to operate as a router. If the 
controller 112 determines in step 1010 that the user terminal 102 should not be 
permitted to operate as a router, then the controller 112 further updates the routing 
table of the user terminal 102 to this effect in step 1020. 

[0029] The processing then proceeds to step 1030, where the controller 1 12 of the 
user terminal 102 controls the transceiver 108 of the user terminal 102 to broadcast 
the user terminal's routing table information to its neighboring nodes, that is, the other 
user terminals 102 and access points 106 in the network 100 that are within the RF 
range of the user terminal 102. However, if the controller 112 determines in step 
1010 that the user terminal 102 is permitted to operate as a router, the processing 
proceeds directly from step 1010 to step 1030 where the routing table information is 
broadcast to the neighboring user terminals 102 and access points 106 within the RF 
broadcast range. 

[0030] The operations described above are then repeated periodically, or 
whenever the status of a user terminal 102 changes from a user terminal capable of 
acting as a router to a user terminal not permitted to act as a router, and the routing 
table of the user terminal 102 is thus updated. 

[0031] The manner in which a user termmal 102 attempting to send data packets 
to another user terminal 102 considers the routing and non-routing capabihties of 
other user terminals 102 will now be described with reference to the flowchart in Fig. 
4. When user terminal 102-1, for example, attempts to send data packets to another 
user terminal, such as user terminal 102-7, in step 1100, the controller 112 in user 
terminal 102-1 will examine the routing table information in the memory 108 of the 
user terminal 102-1 to determine the routing path via which the packets should be 
routed in step 1 1 10 as described, for example, in U.S. patent applications Serial Nos. 
09/897,790, 09/815,157 and 09/815,164, referenced above. 

[0032] If the controller 112 of user terminal 102-1 determines in step 1110 that 
any user terminal 102 along one of the possible routing paths has been set to not 
operate as a router, the controUer 112 determines that that path is not available. The 
controller 1 12 in step 1 120 will thus control the transceiver 108 of user terminal 102-1 



to send the data packets to a user terminal 102 along a path that is available. For 
example, referring to Fig. 1, if the routing table information pertaining to user 
terminal 102-2 indicates that it is not to operate as router for any of the reasons 
discussed above (e.g., it is within a closed group of nodes, public safety nodes, or any 
other criteria), then user terminal 102-1 will not send any data packets intended for 
user terminal 102-7 to user terminal 102-2. However, if the controller 112 of user 
terminal 102-1 determines from its stored routing table information that user terminal 
102-4 is available to act as a router, the controller 112 of user terminal 102-1 can 
control the transceiver 108 of user terminal 102-1 to send data packets to user 
terminal 102-4. The user terminal 102-4 will then perform a similar examination of 
the routing table information stored in its memory to determine whether to send the 
data packets to, for example, user terminal 102-5 or user terminal 102-6, or to an 
access point (e.g., access point 106-2), for ultimate delivery to user terminal 102-7. 
[0033] It is noted that if user terminal 102-1 examines its routing table 
information and finds that no neighboring user terminals 102 are available or capable 
of acting as a router, the user terminal 102-1 can attempt to send the data packets 
addressed to user terminal 102-7 to an access point (e.g., access point 106-1) with 
which user terminal 102-1 is affihated. However, if the access point is out of RF 
range and no neighboring user terminal are available or operating as a router, then 
user terminal 102-1 will not be able to send the data packets. 

[0034] Furthermore, the controller 112 of user terminal 102-1 can also control the 
transceiver 108 of user terminal 102-1 to prevent the transceiver 108 from sending 
data packets addressed for user terminal 102-7 to certain user terminals (e.g., user 
terminal 102-2), based on certain criteria local to user terminal 102-1, as well as 
information in the routing table information provided to user terminal 102-1 by user 
terminal 102-2, or a combination of such criteria or other criteria. For example, a 
controller 112 of user terminal 102-1 can be configured to favor line-powered routers, 
such as access points 106 or user terminals 102 plugged into charging devices, over 
battery-powered user terminals 102 for data packet routing. The controller 112 can 
also favor devices with higher remaining battery life, as well as routes that cause the 
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least interference and routes that use the least overall energy, to name a few. In 
addition, the controller 112 can favor higher-performance devices, such as user 
terminals 102 or access points 106 having higher powder transceivers 108 or higher 
speed controllers 112, over lower-performance devices to minimize the impact that 
the routing decision may have on the end-user. 

[0035] The controller 112 can also be configured to limit the number of packets 
routed through a particular user terminal 102 within a given time period. In addition, 
to encourage subscribers to allow their user terminals 102 to act as routers, the 
network operator can give credits, such as billing credits or other priority credits, to a 
user terminal 102 subscriber for allowing his or her user terminal to operate as a 
router. The network operator may wish to limit the number of credits given based on 
any desired criteria. 

[0036] It is also noted the user terminal 102-1 will not refrain from sending to 
user terminal 102-2 data packets addressed to user terminal 102-2, and will likewise 
not refrain from sending to user terminal 102-4 data packets addressed to user 
terminal 102-4. That is, the information in a user terminal's routing table does not 
prevent that user terminal from receiving data packets that are addressed to that user 
terminal. 

[0037] The confroUer 112 of user terminal 102-1 can repeat the above processes 
while transmitting data packets to the user terminal 102-7 via the selected route. As 
discussed above, if a user terminal 102 changes its status from a routing-capable user 
terminal to a non-routing capable user terminal, the controller 112 of user terminal 
102-1 will take into account this information in step 1110 when making the next 
routing decision after having received a routing table update. 

[0038] Although only a few exemplary embodiments of the present invention 
have been described in detail above, those skilled in the art will readily appreciate that 
many modifications are possible in the exemplary embodiments without materially 
departing from the novel teachings and advantages of this invention. Accordingly, all 
such modifications are intended to be included within the scope of this invention as 
defined in the following claims. 



